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Cyber attacks and security incidents are a 
growing and increasingly worrying trend. 
Four in ten businesses (39%) and a quarter 
of charities (26%) reported having a cyber 
security attack in the previous 12 months, 
according to the Government’s Cyber Security 
Breaches Survey 2021. Among medium and 
large businesses, the figures are even higher, 
at 65% and 64% respectively. 

Every week, our specialist cyber security team 
carries out IT security reviews for clients. Our 
findings show that 95% have critical or high 
rated vulnerabilities within their networks. 
Most were unaware of any issues before the 
assessment.

Don’t take the risk 

Cyber security continues to be a Tier One threat to the UK, 
equal to terrorism, war and natural disasters. There are 
attempted external cyber attacks virtually every minute of 
every day, seven days a week, on businesses of all sizes 
in all sectors. It is even more likely that a cyber attack 
originates from your own employees, due to human error or 
malicious intent. 

Typical consequences include:

• Service interruption
• Stolen money
• Reputational damage
• Loss of data
• Fines for data breaches

Even a simple virus or piece of malware could result in loss 
of company and client data, disrupt your cashflow and 
take up staff time. An attack could put off your customers, 
prevent you trading and damage your hard-earned 
reputation. It could also be reported in the local media. 

Loss of data could breach the Data Protection Act and 
lead to fines or even prosecution. In the worst cases, an 
unprepared business might even be forced to close if it 
can’t respond to the attack and resume normal service 
quickly enough.

“Cyber security is still not taken as seriously as 
it should be, and simply is not embedded in UK 
boardrooms.”

Lindy Cameron, Chief Executive, 
National Cyber Security Centre

Your cyber security 
specialists 

At PKF Francis Clark, we help our clients minimise risk, 
optimise their resilience and ensure good governance – and 
this includes cyber security.

We have built up one of the region’s leading cyber security 
teams. We are one of the few businesses in the region to be 
certified to Cyber Essentials Plus, the government-backed 
cyber certification scheme. 

Our Cyber Services team is comprised of highly 
experienced cyber and IT experts from both public and 
private sectors. It is led by cyber expert Richard Wilding, an 
ethical hacker who holds many of the leading cyber security 
qualifications,  and has worked in IT security roles for both 
Government organisations and blue chip businesses.



“Very professional services from start to finish. Great 
assessment and advice to implement to achieve the 
best level of compliance. Quick efficient, friendly. Really 
can’t fault them on anything.”

Cyril Godec, Low Carbon Contract Company

“We engaged PKF Francis Clark to present a cyber 
security seminar to all our computer users. The content 
was excellent and thought-provoking for all staff. The 
material delivered certainly shocked many of our staff 
when things go wrong.”

Bill Beattie, E&JW Glendinning

Certification services

Our specialist team also work with clients that need cyber 
security certification for tenders, pitches, supply chain 
management or insurance purposes, via a number of 
external schemes.

Cyber Essentials
We offer on-site support and assistance along with an 
external vulnerability scan. This scheme comprises a self-
assessment questionnaire to help businesses understand 
five key areas: boundary firewalls and internet gateway, 
secure configuration, users access control, malware 
protection and patch management.

Cyber Essentials Plus
Building on Cyber Essentials, we offer an on-site technical 
assessment together with support that includes some 
penetration testing and more in-depth vulnerability 
scans. This scheme also comprises a self-assessment 
questionnaire, with the addition of actively testing and 
measuring results across five key areas: boundary firewalls 
and internet gateway, secure configuration, users access 
control, malware protection and patch management.

IASME Gold (Self Assessed & Audited)
IASME Gold includes an on-site audit and is built along the 
same lines as leading information security standards, such 
as ISO27001 and NIST 800. This programme complements 
the Cyber Essentials schemes with risk management, 
governance, training, procedures, incident management 
and business continuity aspects. A certified IASME 
Gold organisation will also receive the Cyber Essentials 
certification. IASME certification enables a business to 
demonstrate its data protection credentials.

Core services

If you need a more targeted view of cyber risks in a specific 
area, we can help you with:

IT General Controls for Information Security
Identification of current cyber risks across technology, data, 
delivery channels and the external environment.

Certification
This includes Cyber Essentials, Cyber Essentials Plus & 
IASME Gold.

Vulnerability assessment
A technical assessment of your current vulnerabilities 
to highlight issues such as insecure configurations and 
outdated software. This can be internal or external to the 
network and external scans can be automated monthly for 
continued assurance.

Penetration testing
Simulated attacks which evaluate the security of a 
business. These can be performed either remotely to 
simulate an external attack or internally to simulate an 
internal threat. Design to provide maximum assurance while 
ensuring testing is safe and non-disruptive.

Training
We can provide training to brief your employees on their 
corporate and security responsibilities, to ensure contracts 
include security obligations and regular reminders, to keep 
staff up to date with the latest threats.

Incident response management
We can guide you to produce a framework to respond to 
a cyber incident robustly. This can be pre-emptive, via a 
response management plan.

Act now, before it is too late

Our Cyber Services team works with businesses of all 
sizes in all sectors. We tailor our approach to match your 
specific requirements, to help you make better, more 
informed decisions across every aspect of your digital and 
IT systems. It may be that you: 

• Have suffered a cyber-attack – and want to avoid another
• Don’t have the internal expertise or time to manage your 
 cyber security adequately 
• Require an independent, expert review of your cyber 
 security position
• Want to improve compliance and strengthen governance 
 through better cyber security management 
• Assess cyber security risks as part of the due diligence in 
 a transaction
• Need a recognised cyber security certification for 
 tenders, pitches, or insurance purposes

Whatever your circumstances, our Cyber Services team has 
the technical expertise, industry insights and commercial 
understanding to ensure that if a cyber-attack/incident does 
occur, your business has the systems, tools and processes 
to deal with it effectively, with minimal disruption.

“A sizeable number of organisations that identify 
breaches report a specific negative outcome or impact. 
On average, for those that do, the costs are substantial.”

UK Government Cyber Security Breaches Survey 2021



We’re here to help
For more information on how our 
expert team could help protect 
your business from cyber 
security risks, please contact:

Phil Osgathorpe
Director IT Audit, Assurance and 
Cybersecurity

E:  phil.osgathorpe@pkf-francisclark.co.uk

Bristol | Exeter | Plymouth | Poole |
Salisbury | Taunton | Torquay | Truro

PKF Francis Clark is the trading name of Francis Clark LLP – a limited liability partnership, registered in England and Wales with registered number 
OC349116.  The term ‘partner’ is used to refer to a member of Francis Clark LLP or to an employee or consultant with equivalent standing and 
qualification.  If you wish to be added or deleted from our mailing list, please contact crm@pkf-francisclark.co.uk.  You can see our privacy policy 
for how we handle your data at www.PKF-francisclark.co.uk/policies.
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Ryan Goodwin
Cyber Services Technician

E:  ryan.goodwin@pkf-francisclark.co.uk


